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INTRODUCTION

Microsoft is a leader in file serving technology witfindows Server anWindows Storage Server 2003 R2
platforms. File serving and filestoragds the maintaining o& wide range dfile typesincludingwork
processing documents, spreadshd@i¥; s, presentationgictures, scanned imagekevelopmentode,
medicalimages, computaided desigyvarious audio, video, and plogiraph imagesand ober types un
unstructured dataAs organizations grow, arthtaneeds increaseforage needs, data integritwailability,
and ease of file access become critical IT points to consilgvindows Storage Server is a dedicated, file
and print server prading a shared accestorage space in a diverse environment

Together, Microsoft anBell make it possible for businesses of all sizeleverageheir knowledge of
Microsoft environments with the eas&use, scalability, and performanceléll EqualLogic PS Series
iISCSlstorageTo obtainthe benefits of consolidated storage, customers no longer have to invest in
complicatechetwork hardware and softwaranot to mention personnel training cestkeeping expenses
down and reducing the total cost of owstap.

Grouping together one or more PS Series storage arrays enables you to design an intelligent storage area
network (SAN) that provides highlgvailable and scalable storage and is inherexlgto protect its own

data using statef-the-art snapshot and replication technololgyaddition, multiple arrays in a SAN allow

for storage tiering and RAHIevel optimization of storage to deliver the best performance from the storage
subsystem.

In addiion, theDell EqualLogicHostIntegration Tools kitncludes amultipath I/O Device Specific Module,
MPIO DSM to increasperformance and availability to PS Series SAN volumes. Also included with the Host
Integration Tools kit is &SS providerandAuto-Srapshot Manager for Windowghich acts as a VSS

requestor for VSS enabled applications. ABtmapshot Managénteracs with PS Series storagend

Microsoft WindowsStorageServer 2003 to dramatically improve backup operations by creating flexible,
spaceefficient pointin-time copies of datésnapshots)calledSmart Copiesr shadow copies

FILE SERVNG AND NETWORK ATTACHED STORAGE (NAS) OPTIONS

All file servers and NAS gateways sela common need centralized file level sharing and storage. Data is
stored in a centralized location to take advantage of a greater level of fault tolerance, backup, sharing, and
access controls. Files servers diffi¢éa high level based on Operating System (OS¥ibngystem protocol

and differ even further when one Iaodt usability, user interface, and client side usability.

Though there are many file system protocols, the two most prominent used today are CIFS and NFS.

o Network File System (NFS)i NFSis a network file system protocol originally developed by Sun
Microsystems in 1984NFSallowsa user on a client computer to access files over a network as easily
as if the network devices were attached to its local disks.id§i&cified invarious RFCs and, although
traditionally a UNIX based protocol is widelised on Windows systems as well as Mac OS, Novell
Netware, and many Linux offerings

e Common Internet File System (CIFS)i CIFS is a protocalisal for file and device sharing across a
network and is the default protocol used for sharing in a Windows envénatn Although it was
originally developed by many organizations undgthe SMB protocol, Microsoft has brought the
protocol to a new level and is commonly thought of as the Microsoft method of file sharing. CIFS can
also be available by other thirdrpaimplementations.

e Others. There are other, less commonly used, file system protocols asSeetie examplesclude
Samba, FTP\Netware Core ProtocchndAFP (Apple Filing Protocol).

As there are many different Operating Systems, there are manydsethiile serving. As technologies are

mat uri ng, many OSO6s ar e s upp olHereiamne g fevaoperaing isystems that f
support file serving:
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e Windows Serveri Windows Server is a suite of servers from Microsoft (includingdbims Storage
Server). The file servinfpatures of Windows includes many features and functionality further
described in this technical report.

e UNIX 7 UNIX file servers and NAS appliances typilyalise the NFS protocol although support other
protocols as well such as CIFS and FTP

e Linux 7 Linux comes in many different varieties, and when being used as a file server will commonly
use NFS, although there are many third party CIFS implementationatdedibr Linux.

e OthersiThere are many different OS6s wused for file ser
of proprietary systems

It is the combination of the OS, and other software on the file server that provide the full functionality of file

serving. For example, Windows Storage Server and FreeNAS support both CIFS and NFS. However, the

additional software on Windows along with the strong client affinity with a Windows desktop creates an

environment wih many more advantages beyond simjkelével access and sharin@IFS on a Linux

system can filooko very different from CIFS on the Win

WINDOWS STORAGE SERVER 20037 FILE SERVING

Wi ndows Storage Server 2003 R2 is a dedicataed file an
is designed for dependability, seamless integration, and best value in networked storage. Windows Storage

Server 2003 R2 integrates with existing infrastructures and supports heterogeneous file serving as well as

backup and replication of stored data.

Windows Storage Server is an ideal solution for consolidating multiple file servers into a single solution that
enables cost reduction and policgised management of storage resour@ésrking in conjunction witlPS
SeriesSANs organizations achieve fullynctional file services for users with the ease of use, scalability,

and performance sought by IT managers.

Windows Storage Server 2003 R2 includes advanced features ssredpabots (past versions), VSS
integration Distributed File System (DFS), amitbrporates well with additional software such as Data
Protection Manager (DPMyindows Storage Server 2003 Rizing optimized for file serving, also

includes great usability features such as Single Instance Storage F#¢SJerver Resource Manager
(FSRM), and works with many third party backup and antivirus software keeping consistency throughout
your infrastructure. Many of these additional features bring greatemsardsatisfaction due to the
client/server affinity. Functionality such as offtifile access and the ability to access past versions of files
are available because the Windows clients atarie with Windows file serving.

Windows Storage Server 2003 R2 integrateth wkisting infrastructuress both physical and virtual.
Organizatbns can use existing knowledge and skills makisg ofexistingWindowsenvironments and
Active Directory® service

Windows Server vs. Windows Storage Server

AlthoughWi ndows St orage Server 2003 RZ2hereaedstmgushingon Wi ndow
featureghatgive advantagsto a particular servdsased on needs of the organizatidmese solutions all

have integrated storage features to aide in storage consolidation such as the Microsoft iISCSI initiator,

Volume ShadowCopy Service (VSS) and the Virtual Disk Service (VP&)d could all be virtualized if

necessary They differ in terms of use optimization. For example, Windows Storage Server is optimized for

file and print management and is estimated to perform 158rHet file serving.Features such as Single

Instance Storage (SIS), and file and text indexsithgw the serveto utilize less storage space and enhances

end user searching and usabilitf/indows Unified Data Storage Server has additional share maweage

andwizard eat ures enhancing the Storage Servero6s usabilit
supports other server applications such as Microsoft SQL Server, and Microsoft Exchiaadellowing

chart provides a quick feature comparison.
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Technology Description Windows Windows Windows Unified

Server2003R2 Storage Server Data Storage
2003 R2 Server (WUDSS)

Run Applications (e.g. Database, Business Applications)

X
Multi-Purpose Server (E.g. File & E-mail Server)
X
Commitment to DAS Architecture X
Team Collaboration (E.g. Windows Sharepoint Services) | X X X
Distributed File System Replication X
File Server Resource Manager X
Multi-Path |10 X
Remote Differential Compression X
Storage Manager for SANs X

Pre-configure File and Print Server
Dedicated file & Print server for datacan;g
Branch Office file & Print Server

NAS Gateway for SAN

Single Instance Storage

Performance optimization for File serving

Full Text Search & Indexing
Out of box Experience for configuring storage Server role
Unified share and Storage Management Co% k

End-to-End Storage and share provisioning wizards

XX [X|X|X|X|X|X|X|X[|X]|X
XIX|X|X|X|X[|X|X|X|X]|X|X<]|Xx

>

Remote administration from non-Microsoft clients thro’

Java applet

Windows Storage Server File Serving Features
Windows Storage Server 2003 Bifers many feature® optimize the server for file and print sharing and
administration These features include:

e Single Instance Storage (SIS) Single Instance Storage (SIStosers disk space by reducing the
amount of redundant data stored on a volume by identifying identical files, storing only a single copy of
the file in the SIS common store and replacing the files with pointers to the file in the SIS common store.
Considetthe following scenario:

1. Two users receive the samenail with an attachment. They both save the attachment to
their home folder. SIS runs in the background and detects the two identical files on the
volume and moves one of the copies into the SIS constora and replaces both files
with a pointer to the file in the SIS common store.

2. One of the users makes a change to the file. SIS immediately detects that an update is
pending for the fileremoves the pointer in the uhome folder and replaces it via
copy of the file in the SIS common store. The updates are then applied to a fresh copy of
the original file. This is completely transparent to the application.

3. The other user's file remains in the SIS common store with a pointer in the user's home
folder, even if there is only one pointer to the file. When the second user updates the file
(assuming there are no other pointers) the pointer is deleted and replaced with a copy of the
original file and the file in the SIS common store is deleted.
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4. SIS worksautomatically without any end user involvement. The administrator can enable
SIS on a per volume basis, and for best results the administrator should use a backup
application that supports SIS.

e Full Indexed Text Seard i Indexing extracts the informationoim a set of documents and organizes it
in a way that makes it quick and easy to access that information trmouglWi nd o wsearechl i ent 6 s s
function This information can include text from within a documentor t he document 6s name
properties.

e Distributed File System (DF$7 The DFSsolution in Windows Storage Server 2003 R2 helps
administrators make files available to usersramydistributed serversAll this is done with a single
namespace removing the complexity from the end userseronly hato work with one server, not
many. DFS namespaces and DFS replication, used together, provide simplifiedolfanzint acess to
files, and load sharing

o Efficient Storage Management’ Windows Storage Server 2003 R2 includes neanagementbols
providing a centralized view of storage simplify provisioning maintenanceand improvemonitoring
and reportingTools such as Storage Server Management Console include a quota manager, policy
manager, and file server resource man#éggtenable administrats to more efficiently manage storage
across IT resources.

File serving is more than computing hardware that supports CIFS and NFS. There are management features
(described earlie@ndHA features (describer later in this document) that define the serusability. The

aspect that will have the greatest organization impact however is the client/server aflithibugh most

CIFS clients can connect to most CIFS servers, usability features can greatlyldiievlicrosoft

environment, a Windows @nt can take advantage of usability features supported by the Windows Storage
Server. Some of these features include:

e Shadow Copies Shadow Copieprovidepointin-time copies of files that are located thefile server.
With Shadow Copies, a usean vew files and foldergstored on the serveak they existed at points of
time in the pasiThis gives the client the ability to recover a file that has been deleted, corrupted, or the
user simply needs to view a previous versions.

o Offline File Accessi With Offline Files,a usercan continue to work with stored document whehe
networkis not accessibleThe user can select the folders where they may need offline access and still
hold the same access permissions to those files and folders as youhaweld you were connected to
the network.Whenaccesss restoregdany changes made while working offline are updated taeheer
through automatic synchronization

BENEFITS OF DEPLOYING WINDOWS STORAGE SERVER WITH PS SERIES STORAGE
Traditionally, manyservers use direct attached storage (DAS) that is difficult to provision and Ascalé
needs grow along with server proliferation, storage becomes increasingly difficult to m&#dge.
configurations can improve storage flexibility by providing thdity to connect multiple server nodes to
storage. However, typiclibre Channelbased SAN configurations are complexpensive to deploy and
manage and require special switches, in addition to special controllers.

PS Seriestorage solutions rise abothe limitations of DAS and traditional SANs by enabling yogebyp
and connect servers to an iISCSI SAdsed on the iISCSI protocol, PS Series storage utilizes familiar SCSI
and IP technologies to deliver affordable and eastp-manage consolidatetibsage solution

The basis oh PS SerieeESCSI SAN is the PS Series storage arrdyllg redundant storagéevice
Combiningreliability and scalability with an eagg-use managementterface, PS Series storage provides
virtualizationand highendfeatures in a single offerirgthere is no extra software needed and no hidden
charges.
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PS Series storage arrays are Microsoft Simple SAN for Windows Server certified, ensuring full compatibility
with Windows Server platforms. Volume Shadow Copy ServiceS)ySirtual Disk Service (VDS), and
Multi-Path Input/Output (MPIO) are fully supported in all PS Sesiabls

Some of he benefits of deploying Windows Server 2003 in a PS Series SAN are:

Rapid deployment and configuration of WindowsStorageServer 2003 sbragei In very little time

a PS Series SAN can be operating and providing storage for Wirtovegye Server#\ simple setup

utility lets you quickly configure an array on the network and create a PS Series group. Automation of
complex tasks like RAID anfiguration, disk sparing, data provisioning, and load balancing means that
eventhe inexperiencedan effectively manage the SAN.

Excellent Performance and Scalbility 7 Intelligent PS Series storage arrays are-sediing, with I/O

performance thahcreases as the number of arrays in the SAN increases. When a new array is added, its
resources are integrated into the SAN and immediately available to the virtualized storage pool. In
addition to its storage c apralericache,andtGB &themnetwortar r ay 6 s
provide enhanced performance.

Thin Provisioning T Thin provisioning is a storage virtualization and provisiorfeaturethat allows
administrators to logically allocate large addressable storage space to a voluroe phesitally

commit storage resources to this space until it is used by an application. For example, using thin
provisioning you can create a volume that an application views as 3 TB, while only allocating 300 GB of
physical storage to it. As the operatislystem writes to the volume, physical disk space is allocated to

the volume by the storage array. This physical disk space is taken from the available free space in the
pool automatically and transparently. As a result, less physical storage is heedgcheyand the

stranded storage problem is eliminated.

Redundant hardware and hot serviceable configuratiori PS Series storage arrays are fully
redundant with dual controllers, power supplies, and-faalsof which can be serviced online, without
disryoting applications. In addition, support for multipath 1/0 providesterghd redundancy for
Windows storage, ensuring maximum reliability and available.

Data protection. All data is protected with RAID and spare disks. Complete hardware redundancy and
haot-service capabilities assure uninterrupted operation.

Simple and immediate WindowsStorageServer 2003 storage expansioh With modular PS Series
storage arrayss the Windowéle servers grow and need more capggityu can increase SAN storage
capaciy and performance online, without server or application disruption.

SAN boot capabilityi Using iSCSI host bus adapters (HB#éssupported NICsand PXE (Preboot
eXecution Environment) boot technologsovide the ability to install and boot the Windows igtieg

system from a PS Seri€AN volume, increasing disaster tolerance. When server hardware fails, the unit
can be quickly removed and replaced with a simitadpfigured spare hardware platform. This new
platform can be directed to the SAN boot voluamg, in minutes, resume providing application services.
Other benefits of SAN boot include centralized storage management and reliable and highly available
storage resources that eliminate the need for mirrored boot volumes.

Network path protection and load balancingi Using multiple NICs or iSCSI HBAs with the

Microsoft iISCSI Software Initiator Version 2(Br greater)you can configure multipath 1/0 and

increase the reliability and performance of Windows Server 2888 known as MP10O, multipath 1/O
enables the dynamic load balancing of iISCSI SAN traffic across redundant paths between the Windows
Server 2003 and the PS Series SAN

Advanced management featuresPS Seriestoragecomes standard with a comprehensive set of
features including

o Automaticload balancing

Deploying Windows Storage Server 2003 with a PS Series iISCSI SAN 5
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o Virtual volume management

0 Spaceefficient snapshots for instant backup and restore

0 Volume cloning fo rapid server provisioning

0 Multipath I/O(MPIO) support

o Cluster support

0 Autoreplicationfor acomprehensive disaster recovepjution

0o Storage poddcreatinga A SAN wi thin a SANO
0 Memberby-member RAID level control

e VSShased backups TheDell EqualLogicHost Integration Tools kit includesVSS provider, called
Auto-Snapshot Manager for Windows, that interacts with the PS Series stheayéindows Server
2003 VSS writer, and ¥SS requestobackup application to dramatically improve backup operations by
creating flexible, spacefficient, pointin-time-copies of data calleshapshoter shadow copies

¢ Remote site volume replicatiori With thePS Serieautoreplication capability, Windows Server 2003
data can be automatically transferred to remote data centers, protecting the data from serious failures
ranging from the destruction of the volume to a complete site disaaitht no impat on daa
availability or performance.

PLANNING AND DESIGN CONSIDERATIONS

This section covers issues that you need to consider when plaordegloyWindowsStorageServer 2003

as a NAS gateway withRS SerieSAN. With these considerations, the PSi&EAN maintains very high

levels of availability and fault tolerance achieving data integrity, while Windows Storage Server manages file
level access and control.

High-Level Considerations
When designing a Windows Server 2003 environment, you shouldsiade thesgenerakhallenges:

¢ Reliability, Availability, andServiceability
e Performance

e Scalability

e Management and Disasteecoverability
e Usability

It is critical to focus on these challendeforeyou begin the initial installatiorThe following sections
describeplanning factors for &/indowsStorageServer 2003 environmensingPS Series storade
overcong many of the challengdacingIT managers

Reliability, Availability, and Serviceability

The environment must be robust,iliest, and easily repaired by hot swapping components while the system
remains available. In a SAN configuration, the server, network, and storage arrays should all have a robust
level of fault tolerance to avoid costly downtime and allow scheduled maimte to take place without

service disruption.

You can easily build fault tolerance into ydile server environment by using PS Series storage arrays,
which provide high availability and scalability, in addition to-satappable hardware and MPIO sugpo
Not only does PS Series storage have a low initial cost, the benefits increase as your environment grows.
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Performance

The environment must optimizgplication performancand response time. Data access is a large and
important part of dayo-day opertions for most companies, and ungi@rforming servers can have a
devastating effect on overall productivity. In addition, network issues and switch configuration can affect
performance.

You can easily distribute data in a way that takes optimum advaoit&ge Series storage capabilittes
maximize application performance

Scalability

As your workload grows anstoragecapacity needs increase, the environment must accommodate changes
without affecting users. Storage used in a Windows Server 2003 eneinbnmast be highly scalable to
accommodate changes in the workload, including additional users, increased capacity needs, and an overall
increase in SAN activity.

Modular PS Series storage arrays provide easy, online scalability.

Management and Disaster Recoverability
It must be possible to recover from situations that can cause data loss, ranging in scale from a corrupted or
infected file to the loss of an entire data center due to hostile action or act of nature.

PS Series storagerays delivesnapshts andautoreplication technologgs standard featuseenabling
automatic backup and disaster recovery capabilities for your critical data.

Setup and configuration, backup and recovery, anetaldpy administration should be handled easily and
haveminimal impact on operations and uselsS Series storage automates complex tasks like RAID
configurationand load balancingind provides both graphical and command line user interfaces for easy and
intuitive storage management.

Usability

It is importantfor IT administrators t@ontemplate storage management tasks from installation and
configuration to day to day task¥hePS Series Group Manager takes the complexity oS©df
managementAll functions are intuitive and easy to use. Advanced featare always available without the
need to pay for costly host licenses or software keys.

Disk Storage Considerations
There are a variety aftorage considerationghen deploying Windows Server 2008ey disk storage
considerations include:

e Using highly-available disk storage

e Ensuring data reliability and performance with RAID technology
e Choosing the optimal RAID level for each member

e Optimally distributing I/O across disk devices

e Providing scalability

e Considerstoragdiering for applicatiors

Using Highly Available Disk Storage

For fault tolerance and redundancy, the primargafpoint is the disk subsystem wherethé | e datar ver 6 s
is located Storing data in #S Series grou(SAN)—one or more PS Series storage arrays connected to a

standad IP network—ensures both reliability and availability.
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Each PS Series storage array is hot serviceatadully redundantwith dual power supplies, fans, and
control modules, in addition to multiple Gigabit (Gb) Ethernet interfatetomatic RAID protetion and
disk sparing protects data from disk failures.

With no-singlepoint-of-failure PS Series storage arrays, you can set up a SAN that can survive hardware
failures and be serviced online, thwutav®di ding unpl an

Ensure Data Reliability and Performance with RAID Technology

RAID (redundant array of independent disks) is a technology that protects data from disk fEilare$

Series storage arrays irS&N can be configured witRAID 5, RAID 10, or RAID 50. Based a the RAID

policy you select, &h array automatically configures its own RAID subsystem, eliminating the need for
complex and erreprone manual procedurda addition, each array automatically configures spare disks and
uses them in the event of a dfsilure.

Choose the Optimal RAID Level

Before creating a PS Series group, you should determine which RAID level to configeaetoofthe group
members (storage array3he ability to set the RAID level for each member of each pool gives you great
flexibility in designing this aspect of your Windows Server 2003 installation.

For more information on RAID levels in a PS Series group, se€hbesing a Member RAID Policy
Technical Report on theell EqualLogic Customer Support webs{tgtps://www.equallogic.com/suppoyit/

Optimally Distribute I/O across Disk Devices

Where data is written and the storage subsystem coafigncan have a huge impact on performance.
Manual provisioning can be a tirm@nsuming, complex, and errprone task. In contrast, PS Series storage
automates storage provisioning and RAID configuration, providing optimal performance without user
interaction.

Note: When the SAN contains multiple storage pools, each poolratgpendently within theSAN, with
performance optimization occurring within each pool.

For the best performance, 1/0 should be distributed across multiple disk drives (spindles) and multiple drive
controllers to balance read and write requests. In most DASANdconfigurationgother tharPS Series

the IT administrator is responsible for the specific data layout on stoetged hardware, including disks,
controllers, and network links. The administrator must understand effective capacity utilizatiel, &5
performance balancing across controllers, spindles, and controller ports.

When using PS Series storage, there is no need to manually provision data, éachaymsmol irthe group
automatically distributes 1/O across idl constituenstorage aays—with no interruption in data

availability. This process includes data distribution not only across spindles, but also across controllers and
network portsin addition, volumes can be expanded on dem&hdre is no manual tuning or management
and nodowntime for storage reconfiguration

To facilitate tlese automatiproceses PS Seriebest practicesall for the creation of a small number of
volumes (when practical) to contain application data. In the Exchange example above, you might create one
volume to hold the logs, and another to hold the message database.

Scalability
You may need to expartle storage supporting your Windows Server 2003 environiifient
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e New servers require new volumes
e Existing server volumegrow beyond the space availaléhin their pools
e Performance and response time needs improvement.

When usindDAS, adding usable storage to an existiogfigurationusually requires a full backup, the
installation of a new and bigger storage subsystem, and then a full restsrdting in long dowmtime and
many hours of work

In contrastpy simply adding arrays to thedfected poolgand creating additional volumes when needed)

you can seamlessly increabe capacityof a PS Series SAN-on demand and without affecting availability
Expanding the SAN also can improve fault tolerance and increase perforrAanuetwork interfaces,

controllers, and arrays are added, performance scales linearly, and the load balancing of data and network 1/0O
occurs automatically.

Consider Tiering

Unless all the applications stored on the SAN have the same performance and availability requirements,
along with the same service level agreements, consider implemaatigdstorage architectur®ividing
applications into tiers and adjusting the closggistics of the storage assigned to each tier optirbiats
performanceand capacity

When using a SAN built from PS Series storage arrays, storage pools provide a method for implementing
tiers. Within each pool, individual PS Series arrays can beguoefi to best support the needs of each tier,
thereby optimizing storageerformancdor the tier.

See theDeploying Tiered Storage in a PS Series S&fdhnical Report on theell EqualLogic Customer
Support websitéhttps://www.equallogic.com/supportbr more information on application tiering and
pools.

Network Considerations
Thekey networkissues to considevhen aploying Windows Server 2003 adescribed belowlhese are:

e Setting up redundant netwoplaths
e Optimally configuring the network and switches

e Optimizing server iISCSI connectivity

Set Up Redundant Network Paths and MPIO

As a best practice for availability and performance, you should provide at least two paths for each type of
network traffic For example, you shoukbnfigure separate server interfacepttovide multiple paths for

the following:

e LAN traffic between the users and the Windowes\&r.

e SAN traffic between the Windowssver and the PS Series storage arrays.

The server network intaces that are connected to trlseunetworLAN) should consist of two or more
network interface cards (NICpptimally, you shouldise dedicated switch hardwareagolatethe SAN
traffic from theLAN traffic. Otherwisejt is recommenddthat youcorfigure VLANSs on the switches and
place the LAN and SAMN separate subnets

For the LAN traffic NIC teaming (bonding) can be used on the servers, depending on the network topology
employed.

To handle SAN traffic, each PS Series storage array has tlire@ph Gb Ethernet interfaces, providing up
to six highperformance network connectioMde recommend that you configure at least two network
interfaces on each array and connect the interfaces to separate Gb Ethernet switches to improve traffic
distribution and increase redundancy.

Deploying Windows Storage Server 2003 with a PS Series iISCSI SAN 9


https://www.equallogic.com/support/

To ensure that there is an aadle path between each Windoveswer and the PS Series grows
recommend that you configure multiple interfaces on the server for SAN traffic (either Gb Ethernet interfaces
or iISCSI HBAs) and then configure multipath I/O (MPIO) on the interfaces.

For more information on implementing multipath I/@egsheDeploying Mcrosoft Windows Server 2003
MPIO® in an iSCSI SAN‘echnical Report located on the Customer Support wedisite
https://www.equallogic.com/support/

Optimally Configure the Network and Switches

Implementingthe correct networking infrastructuredeucialto troublefree server operatioiVe
recommend that the SAN is configured in a redundant fashtenbenefit of this configuration thatno
single point of failureexists This configuration would icdludemultiple network switches configured such
thateach network can operate (and fail) independently.

Formore information on configuring the network and switches, consutiage Array Mtwork
Performance GuidelineBechnical Reporbn the CustomeBupport website
(https://www.equallogic.com/support/

Optimize Server iSCSI Connectivity

PS Seriesolumesappear on the network as iSCSI targ&tsconnect a WindowStorageServer 2003 to a

PS SeriesMame,youc an us e MICS mitatioYou cansuse an iSCSI software initiator and NIC
combination for the serverdéds |60 configuration,

Using a NIC with an iSCSI software initiator will provide good performance in mastletsons However,
an iSCSI HBA may improve performance by offloading CPU processing.

Another factor to consider is the placement of these devices spexl/O buseslt can be helpful to

install your interface in a PEX slot to benefit from the lgher clock speed (133 MHZome servers have
multiple PCEX buses, and in cases where there are two or more HBAs or NICs configured for MPIO, it can
be beneficial to install these PRldevices on separate R&Ibuses.

Server Considerations
Importantsener-side deploymentonsideratinsinclude:

e Using multipath I/O (MPIO)
e Using clustering serviceend DFS
e Aligning disk sectors

e Formatting volumes as basic disks

Use Multipath 1/0

Multipath 1/0 (or MPIO)is the ability to use more than one physical pathstweage device, improving
server reliability and availability through path redundancy and I/O traffic load balahMii@ can be
implemented using standard network interfaces thigMicrosoft iSCSI Software Initiator ghird-party
HBAs combined withthe Microsoft iISCSI Softwarenltiator.

For more informationsee theDeploying Microsoft Windows Server 2003 MBIid an iSCSI SANechnical
Reportlocated on th€ustomer Support welie (https://www.equdbgic.com/suppor}/
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Figure 1 shows typical recommended network path topology for a Wind8tesageServer installation.

Windows Client  Windows Client  Windows Client  Windows Client

L e LAN
Gigabit Etharnat
Switcheas
Teamed NIC's
NIC 1

MIC 2
Windows Server 2003

MIC or HEA 1 MultiPath 110 IC aor HB&, 2
Gigahit Ethernet
Swilches
( IP SAN =

PS Series Array

PS Series Group

Figure 1: Windows Server 2003 Network Redundancy

Use Clustering Services and DFS

Windows Storag&erver clusterarebased on Microsoft Cluster Service (MSG®y providehigh

availability through failover.In a server cluster configuration, if the hardware or software fails and causes a
service failure, the cluster will automatically restart théeethservice on a functional cluster node. This

service failover capability ensures that no data is lost, and there is little disruption to users. When the
problem is corrected, the cluster carbedance the services across all functional nodes.
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For more nformation on clustémg, consult theDeploying Microsoft WindowSlustering in an iISCSI SAN
Technical Report on the Customer Support welgbitgs://www.equallogic.com/support/

The DFSsolution inWindows Storage Server 2003 R2 hedpininistrators make files available to users on
more than one distributed servers. All this is done with a single namespace removing the complexity from
the end user. A user only has to work with one server, not nialR$. namespaces and DFS replication,

used together, provide simplified, fatitlerant access to files, and load sharing.

Align Disk Sectors

For optimal performancé&S Seriebest practice calls for aligning the disk sectors so that they mat&isthe
Seiies storage arraRRAID stripe segment sizéherebyimproving /O performance, especiallyith
applications that have random 1/O workloads, sucMliasosoft Exchange and SQL Server.

For more information,ee theAligning Disk Sectors for Optimal PerformaaiT echnical Report on the
Customer Support websifattps://www.equallogic.com/suppoyt/

Format Volumes as Basic Disks
After afile server connects to a PS Series volume, it appears as a loc&8ydisault the disk will be
formatted as adsic disk Do notconvert the disk to a dynamic disk.

There areseveral reasons why you muste basi disks
e The utiliiesused to align disk sectors, can only be used with basic disks.

e The Microsoft iISCSI Softwa Initiator currently does not support dynamic diskbas been observed
that there are timing issues that may prevent a dynamic disk volume on an iSCSI disk from being
reactivated at system startup.

e Microsoft Windows tustering currently does not suppdynamic disks.

Management and Disaster Recovery Considerations

Volume dorage used in a Windov&orageServer environment must be easy to manatde the data must
be protected and quigktecoverablevhen neededDisasters can be everything from a lost or corrupt file to
an inaccessible datacentdrhe following sections describarious ways to improve administration for
backup and restore operatioim;luding:

e Using shapshots and VSS shadow copies
e Backing up a@ta to disk media
e Using neafcontinuous backup and archiving

e UsingPS Serieauutoreplication technology

Using Snapshots and VSS Shadow Copies

A PS SerieSSAN provides the ability to creasnapshots whichrepoint-in-time copies of date&Bnapshots
enableyou to quickly copy data at the disk (PS Series volume) gitkbut disrupting access to the volume
This stable copy dhedata can then be used as the source for beakdiplisaster recovenperations

For example, creating a snapshot prior toallisig a patch or performing an upgrade makes it possible to
quickly recover if that change fails for some reason.

A snapshot is createtarlyinstananeouly (usuallywithin a few secondsand stored in the same group as

the original volume, providing tib high performance and low disk space utilizatidy recording only the
changes that have occurred since its creation, the snapshot occupies only a fraction of the space that a full
backup requires.
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Microsoft created aethnology in Windows Server 20@mily called Volume Shadow Copy Service
(VSS). VSS provides a framework that integrates Véfare storage hardware and applications with
operating system drivers to create coordinated poitime copies of datéalso callecshadow copigs
—deliveringa turnkey backup solution to IT departments without the need for scripting.

Like a snapshoa VSS shadow copgnables you to quickly copy data at tridume level Thevolume copy
can then be used as the source for backup operafibadow copygreation does not disrupt access to the
volume

When used with thBell EqualLogicHost Integration Tools Kit, PS Series arrays can serve as the storage
hardware in a VS&ware backup solution.

For more informationsee theHost Integration Tools for Miosoft WindowslocumentationYou should
also consultthe documentation that canvéth your backup application.

Backing Up Data to Disk Media

When usingSAN storage, you can utilize disk as backup meftingxample, in a disko-disk-to-tape
(D2D2T) backyp procedurg This common hybrid solution leverages the strengths of both disk and tape
media to improve backup efficiendysually, disk media is useab a staging arda store data for short time
periods (for example, a week to a month), while tapmsési for longerm data retentiorThis results in a
solution that performs well and is cost effective over time.

PS Series storage can be used with many backup applicaticlnsling VSS requestoras disk backup
media.

Using Near-Continuous Backup and Archiving

Another method of protecting Windov&torageSener 2003files is by using a neazontinuous backup and
archiving solution that unifies data protection, disaster recovery, and archiiisgype of solution
provides immedite data recovery, $tant user accesand regulatory complianc&ou can maintain copies
of data on a separate server and continuously update these copies as the datdfchaatgstrophic failure
occurs, the data loss is zero or at most a few minutes.

Backup applicatins that support near continuous backup and archiving fall under different categories and
include the following:

¢ Microsoft Data Protection Manager (DPM) i DPM optimizes diskbased backup and recovery. It
provides continuous data protection for file serv8es the following for more information:

http://www.microsoft.com/windowsserversystem/dpm/default.mspx

Also, see théDeploying MicrosofSysten Center DPM2006 in an iSCSI SANechnical Rport on the
Customer Support welie (https://www.equallogic.com/suppoyt/

e Veritas® (Symante€) Backup Exed Providescontinuous data protecti@ndweb-based, endiser file
recovery functionlity . See the following for more information:

http://www.veritas.com/Products/www?c=product&refld=449

Also, see th®eployingSymantec Backup Exec 10d for Windows Servers with PS Seags Technical
Report on the Customer Support webitips://www.equallogic.com/suppoyt/

e LiveVault®i Providesdisk-based, online backup and recovery solgiémSync and InControl are disk
to-disk ®lutions for businesses with remote officBse the following for more information:

http://www.livevault.com/solutions/solutions_overview.aspx
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Using PS Series Replication Technology

PS Series SANmcludereplication technology that enables you to easily copy volume data from one PS
Series group to anotheswith no distance limitationrs-for a robust disaster recovery configuration. If the
primary group is destroyed, you can recover wauwata from the recovegyoupand configure servers to
access the data from the new location.

Similar to a snapshot, a replica represents the contents of a volume at a specific poinHowieer,

unlike a snapshot, a replica is located in a groparsge from the group where the original volume resides

Because the volume and the replicas are physically separated, a complete disaster at one site does not destroy
the data at the other site

For more information on aut@plication,see theSizing Replication Spacé& echnical Report on the
Customer Support websifbttps://www.equallogic.com/suppgrtas well as Chapter 7 of tlRS Series
Storage Arrays Group Administratiquide.

PREPARING FOR DEPLOYMENT

This Technical Repogirovides information about deploying &indowsStorageServer 2003vith a PS
Series SANIn addition, hformation about configuring the server for multipath I/O, ugihgllenge
Handshake Authentication Protoq@HAP) to restri¢ volume accessand booting from the SAN is
included, although these task® optional

Detailad information about setting up and managirRSSeries group andsing AuteSnapshot Manager
can be found in the documentation describeldéit EqualLogicDocumentation and Customer Support

Technical Reports, located on the Customer Support websips://www.equallogic.com/suppoytprovide
detailed information about deploying various applications amfigurations with PS Series storage.

In addition, the following can be useful
e Microsoft iISCSI Software Initiator Version Z@escription:

http://www.microsoft.com/downloads/details.aspx?familyid=12CB3d5806-4585B385
BEFD1319F825&displaylang=en

e Microsoft MPIOdescription:
http://download.microsoft.com/download/3/0/4/304083fle 744d9-92b932f3cdbf01048/mpio.doc

e Microsoft Support FAQBetting up iSCSI MuHPath I/0 (MPIO) onwindows 2003 with QLA4&
HBAs

http://kb.glogic.com:8080/KanisaPlatform/Publishing/272/14322 f.html
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Basic Steps for Deploying Windows with a PS Series SAN
There are9 basicoperationgor configuringWindows StorageServer 20030 work with a PS Series SAN
The bulk of the second half of this technical report describes those operations, which are:

1. Setup the PS Series group
Create volumes

Set up the WindowStorage 8rver
Connect to PS Series volumes
Align the disk partitions

Configure basic disks

N o o bk~ wDd

Assign drve letters and format partitions

Repeat steps 6 through 9 as necessary to prepare each volume.

DEPLOYING

The following sections provide basic information for deployamyWindows server with a PS Series SAN.

This information includes how to set up andess the group, set up pools, volumes, and access controls, and
configure CHAP for host authentication.

In addition:

e The PS SerieQuickStartcontains detailed PS Series storage array installation and group setup
information.

e TheGroup Administratiormanuwal contains comprehensive information about group administration and
advanced features like snapshots and replication and focuses on how to use the Group Manager
graphical user interface (GUI) to perform the tasks.

e TheCLI Referencenanual describes how to use the command line interface (CLI) to manage the group
and individual arrays (only for maintenance purposes).

e TheNetwork Connection and Performance Guideliteshnical report aides in setting up the
network connections for dptum performance.

Always read the PS Seri@elease Notdor the latest product information, information about firmware
updates, and browser requirements for accessing the GUI.

1. Set up the PS Series Group

You must install the hardware and connectribvork cables on the array thatlvae the first group
member Use thePS SerieRemote Setup Wizard to configure the array and create a gdeapghe-ost
Integration Tools for Microsoft Windowdser Guide and Release Nofes detailed installation ahsetup
information

SeeChoose the Optim&AID Levelfor information about choosing tmeembeRAID level that will give
you the best@formance uder all conditions for you particul@nvironment

To achieve optimal throughpbetween servers and the groitfs recommended toonnect anaonfigure
multiple network interfaces on each ariayhe groupSee the Technical Rep@torage ArrayNetwork
Performance Guidelinesn the Customer Support webgtétps://www.equallogic.com/supporfbr more
information.

Using the PS Series Group Manager
To access the Group Manager GUI, connect to thepglP address from a web browser. Once you connect
to the group IP address, log in to a group administration account, suchdasathiégrpadmin account.
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The Group Summary window appears as shown Figu@ick and expand items in the far left panktre
GUI for detailed information about group components.

To access the CLI, you can connect to the group IP address using telnet or SSH. If you do not have a network
connection, use the serial cable that shipped with an array and create a serialarobeégten that array

and a console terminal or a computer running a terminal emulator. Once you connect to the group IP address,
log in to a group administration account, such agithadmin accountFor more information,ee theCLlI

Reference

Account: grpadmin  Logged in 14907 9:5427 AM
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Figure 2: PS Series Group Summary

2. Create Volumes
Use the Group Manager GUI or CLI to create the volumes you need fofilgoggrver Many volumescan
be createdlepenihg on yourotherapplicatiors and configuration needs ainttlude:

e Data volumes. These volumes will hold the server file system data or application data, as needed. Before
creating volumes, be sure to fully understand the disk space needs of the users and applications. Note
that you can easily expand volumes ime bt any time

If you want to create snapshots of the volume or use VSS to backup a volume, be sure to reserve
shapshot space. For each volume, be sure to create one or more access control records that will permit
access to authorized hosts, while degyaiecess to other hosts.

e Volumes for disk backup media. Required only if you want to backup data to a volume. The volume size
depends on the backup space needs.

e Volumes for SAN boot. Required only if you dveoting servers directly from tH&AN.

e Volumefor a quorum resourc®equiredonly if you are using Microsoft clustering. See the cluster
documentation for sizing guidelines.

To use the GUI to create a volume, clCkeate Volume in the Group Summary window. The Create
Volume dialog box appears, as shown in FigiirEnter a unique volume name and the volume size.
Optionally, reserve snapshot space for the volwnéhin provision the voluméf applicable, assign the
volume to he appropriate storage podhe tableat the bottom of the dialog b&hows the current group
capacity and the capacity with the new volume.
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Step 1 - Yolume Settings
A General properties:

* Volume name: || |
Description:

Storage pool assignment:

Storage Pool Capacity Free Drives

@ default 0MB O0MB SAS
& Back Next P Finish 3R cancer

Java Applet Window

Create volume @ Create volume @

Step 2 - Space reserve

e

Volume space:
* Volume size: CMB @ GB (max.1.08TB)
[ Thin provisioned volume (use sliders below to adjust settings) ‘
Snapshot space:
* Snapshot reserve: [100 % of volume reserve

B Reported volume size 50.01 GB
@ Estimated changes in storage pool default

965.04GB| 5001 GB
68| s720668| 5001 G
| 2665368  om]

astes ‘
28] 100516 65[ 100,02 68|

( Back  HNext , x Cancel ‘

Finish

Java Applet Window

Figure 3: PS Series Group Manager i Create Volume

Click Next to display the dialotpox that enables you to set up an access control record for the vbdlatae
that you can create and modify access control records for a volume at any time.

After you specify the access control information, cidxt , confirm the volume configuration, atisen

click Finish

to create the volume. The volume should appear when you eXodinthes in the far left

panel of the GUI. Select the volume name to display volume details.

Control Host Access to Volumes

Access control records are used to restrict hostss to volume data in a PS Series group. A group volume

and its snapshots share a list of access control records (sometimes called the access cont@Ljst
You can configure a record to apply to the volume, its snapshots, or both, as needed.

When you create a volume with the GUI or CLI, you can create an access control record at that time. You

can also create and modify access control records at any time.

For example, in the GUI, select the volume name in the far left panel, clidictess tab in the window
that appears, and then either cliedtd or select an existing record and clidlodify . If you click Modify
the Modify Access Control Record dialog box (Figdyeppears.
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Figure 4. Group Manager i Modify Access Control Record

In each access control record, you can specify an IP address, iSCSI initiator name, or CHAP user name (or
any combination). A server must maththe requirements ionerecord in order to access the volume or
shapshot.

The most secur@ay to control access to your volumes is to use a combination of IP address and CHAP. For
example, if a record includes both an IP address and a CHAP user name, a server must present the IP address
andsupply the CHAP user name and its associated pasgusird) the iSCSI initiator) in order to match the

record.

You can also specify whether the record applies to the volume, the volume snapshots, or both.

Notes: If you use IP addresses or iSCSI initiator names to restrict access, create an access aodtrol rec
for each IP address or initiator name presented by the server. For example, if a server has two NICs
that are handling iSCSI traffic, create two records, one with the IP address assigned to one NIC and
the other with the IP address assigned to ther ™he. This ensures that the server can access the
volume (or snapshot), regardless of which NIC is used for the connection.

To use CHAP to restrict host access to volumes, you must configure CHAP in the group, as
described inhe Group Administratiorguide.

When using CHAP to restrict host access, it is recommended that you also specify an IP address in

an access control record. If only a CHAP user name is specified in a record, initiators that support
discovery will unsuccessfully try to connect te tholume, increasing event log activity.

Once you specify the access control information, diko create the record. The record should appear in
the Volume Access window (FiguB.
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