
 

 

 

Microsoft® Windows® IAS 

Performing CHAP Authentication in a PS Series Group 

Abstract 

This Tech Report describes how to configure Microsoft Windows Internet Authentication Service 
(IAS version 5.2.3790.0) as an external RADIUS server to perform centralized authentication of 
initiators attempting to connect to PS Series volumes. 
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Introduction 

PS Series Array enables you to use Challenge Handshake Authentication Protocol (CHAP) 

authentication between iSCSI initiators (hosts) and iSCSI targets (volumes). CHAP is a network 

login protocol that uses a challenge-response mechanism to control access to targets. Initiators 

must provide the correct CHAP credentials in order to access a volume. These credentials must 

match information in a volumeôs access control record and also in a CHAP database. 

In a PS Series group, you can implement a CHAP database using two methods: 

 CHAP accounts (user name and password) set up in the group. 

 CHAP accounts configured on an external RADIUS (Remote Authentication Dial-in User 

Service) server. The use of RADIUS allows for centralized authentication, authorization, 

and accounting. 

This technical report describes how to configure Microsoft Windows Internet Authentication 

Service (IAS version 5.2.3790.0) as an external RADIUS server to perform centralized 

authentication of initiators attempting to connect to PS Series group volumes.  

To find out more about CHAP authentication, configuring local CHAP accounts, specifying an 

external RADIUS server for the group to use, and setting up access control records that use CHAP, 

see the technical report, Using CHAP to Restrict Access to Volumes. 

Configuring IAS as a RADIUS Server 

To configure IAS as a RADIUS server: 

1. Establish a password policy. In the Control Panel of the server, go to: 

Administrative Tools  Ÿ Local Security Policy Ÿ Account Policies  Ÿ Password Policy   

The Local Security Settings window appears, displaying local policies and settings: 

 

If not already enabled, right-click Store password using reversible encrypti on 

for all users in the domain  and select Enable . If this option was not previously 

enabled, you must reboot the system after enabling. 
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2. Create a local user account for each CHAP account that will be a proxy for CHAP requests. 

(No one will actually log in to this account.) In the Control Panel of the server, go to: 

Administrative Tools  Ÿ Computer Management  Ÿ System Tools  Ÿ  

Local Users and Groups Ÿ Users   

To create a new account, right-click the Users  folder and select New User . The New User 

dialog box appears: 

 

In the New User dialog box, you must specify a user name and password. 

Note: For optimal security, passwords used in CHAP authentication should contain at least 12 

characters (preferably random). Individual initiators may have their own rules and 

restrictions for length and format. Consult their documentation for details. 

If you need to change this password for any reason, return to the Users  folder, right-

click the account name and select Set Password . Enter and confirm a new password. 

Select the password policies that you would like to see enforced. You must disable User must 

change password at next login . Optionally, you can check Password never 

expires . 

When finished, click Create . Repeat for each CHAP account. 

3. Use IAS to create a client for each network interface (et h0, eth1 , or eth2 ) that has been 

assigned an IP address on each member of your PS Series group. Do not create a client for the 

group IP address. 

a. In the Control Panel of the server, go to: 

Administrative Tools Ÿ Internet Authentication Service  
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The initial IAS window appears: 

 

Note:  If IAS is not available, add this component. In the Control Panel, go to: 

Add/Remove Programs Ÿ Add/Remove Windows Compone nts   

Enable Networking Services  (in Windows 2000 server). 

b. Right-click the RADIUS Clients folder and select New client . The Add Client window 

appears: 

 

Assign a memorable (ñfriendlyò) name (such as memlab- eth0 ) and protocol.  

Note that RADIUS is the only protocol choice here. Click Next . 
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c. The Add RADIUS Client window appears: 

 

Enter the IP address assigned to the network interface. Be sure RADIUS Standard appears 

in the Client - Vendor  field. 

Note:  Do not specify a shared secret. 

4. Still within IAS, you can optionally enable Remote Access Logging . Useful for debugging 

purposes, this optional log file records authentication request failures along with other useful 

information. To enable, click Remote Acce ss Logging .  The logging methods display in the 

lefthand panel: 
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Right-click Local File  and select Properties . The Local File Properties window appears: 

 

In the Log file directory  field, specify a log file location. 

5. You must create a policy for allowing remote access by the PS Series group and as part of this 

task, you need to ensure that any existing policies will not conflict with this new policy.  

To see existing policies, click Remote Access Policies  from the main IAS window. The 

policies are listed on the right-hand side as can be seen in the following figure: 

 

Microsoft installs the following access policies by default: 

 Connections to Microsoft Routing and Remote Access server 

 Connections to other access servers 

Double-click the policy name to examine the properties established by these policies and any 

other access policies you have created. 
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6. Create a new policy for allowing remote access: 

a. Still within IAS, right-click Remote Access Policies  and select New Remote 

Access Policy . The Add Remote Access Policy wizard opens: 

 

b. Choose a memorable name, such as the PS Series group name. Microsoft refers to this 

name as ñPolicy friendly.ò Click Next . 

c. The Conditions window appears: 

 

Click Add.  
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d. The Select Attribute window appears: 

 

Choose one or more of the listed attributes to attach the servers to which this policy applies 

and click Add. At a minimum, it is recommended that you choose the  

Client - IP - address  attribute. If you want the policy to apply to all servers in the 

subnet, specify the IP address in the following format:  

192.168.99..+  

Note: Microsoft uses the plus sign as a wildcard character. 

When done, click Next . 

7. The Permissions window appears: 

 


