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Abstract

This Tech Report describes how to configure Microsoft Windows Internet Authentication Service
(IAS version 5.2.3790.0) as an external RADIUS server to perform centralized authentication of
initiators attempting to connect to PS Series volumes.
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Introduction

PS Series Arragnables you to use Challenge Handshake Authentication Protocol (CHAP)
authentication between iSCSI initiators (hpstsd iISCSI targets (volume€HAP is a network

login protocol that uses a challergesponse mechanism to cantaccess to targetkitiators

must provide the correct CHAP credentials in order to access a volume. These crederitials mus
mat ch i nf or magaccess control reaband al$oinra €BAP database.

In aPS Seriegroup, you can implement a CHARtabase using two methods:

e CHAP accounts (user name and password) set up in the group.

e CHAP accounts configuresh an external RADIUSRemote Authentication Diah User
Servicg server.The use of RADIUS allows for centralized authentication, authdsizat
and accounting.

This technical rept describes how to configure Microsoft Windows Internet Authentication
Service (IASversion 5.2.3790)0as an external RADIUServer to perforneentralized
authentication of initiators attempting to connedPf® Seiesgroup volumes.

To find out more aboUCHAP authentication, configuring local CHAP accounts, specifying an

external RADIUS server for the group to use, and setting up access control records that use CHAP
see he technical reportJsing CHAP to Restrt Access to Volumes

Configuring IAS as a RADIUS Server

To configure IASas aRADIUS server
1. Establish a password policy the Control Panel of the server, go to:

Administrative Tools Y Local Security Policy Y Account Policies Y Password Policy

The Local Security Settings window appears, displaying local policies and settings:

El"! Local Security Settings !E E
J Action  Wiew H & = ‘ | ‘ ]
Tree I I Palicy  / | Local Setting | Effective Setting |
@ Security Settings [B¥fEnforce password history 0 passwords remem, ., 0 passwords remem. ., |
=8 Account Policies @Maximum password age 42 days 42 days
- &9 Password Policy @Minimum password age 0 days 0 days
(08 Account Lockeut F @T]Minimum password length 0 characters 0 characters
{ij Local Policies @_{]Passwords must meet complexity requirements Disabled Disabled
-1 Public Key Policies @:]Store passwaord using reversible encryption for all users in the domain  Enabled Enabled
-8, IP Security Policies on
E—— N
If not already enabledight-click Store password using reversible encrypti on
for all users in the domain and selecEnable . If this option was not previously

enabled, you must reboot the system after enabling.
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2. Create a local user accodat each CHAP accouniat will be a proxy for CHARequests.
(No one will actually log in to this account.) In the Control Panel of the server, go to:

Administrative Tools Y Computer Management Y System Tools Y
Local Users and Groups Y Users

To create a new accounight-click theUsers folderand selecNew User . The New User
dialog box appears

New User n E

U ser name: Ichapaccount

Full name: |

Desciription: |

Password I ,,,,,,,,,,,,,,

Confirm password: I xxxxxxxxxxxxxx

™| User must change password at nest loaon
[ User cannot change password

V¥ Password never expires

[ Account is disabled

Cieate Close
| I

In the New Usedialog box,you mustspecify a user name and password.

Note: For optimal securitypasswordsised in CHAP authenticatighould contain at leagR
characters (preferably random). Individual initiators may have their own rules and
restrictions for lengtland format. Consult their documentation for details.

If you need to change this passwéodany reasopnreturn to theusers folder, right
click the account name and sel8et Password . Enter and confirm a new password.

Select the passwompbliciesthatyou would like b see enfored. You must idableUser must
change password at next login . Optionally you cancheckPassword never
expires

When finished, cliclCreate . Repeat for ach CHAP account.

3. Use IAS to create a client for each network interfacé@, ethl , oreth2 ) that has been
assigned @ IP address on each member of yB6rSeriegroup.Do not create a client for the
group IP address

a. Inthe Control Panel of the server, go to:

Administrative Tools Y Internet Authentication Service
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The initial IAS window appears:

- # Internet Authentication Service !El E
File Action View Help

¢« | am e RE @

@ Internet Authentication Service (Local) Friendly Name | Address | Protocal
el AL Clients "3 psg-etho 192,19.1.136 RADIUS

1 Remate Access Logging

£ é&’ Remote Access Policies

[#-{_] Connection Request Processing

l J i3

Note: If IAS is not availableadd this componenin the Control Panel, go to:

Add/Remove Programs Y Add/Remove Windows Compone nts

EnableNetworking Services (in Windows 2000 server).

b. Rightclick theRADIUS Clients folder andgelectNew client . TheAdd Clientwindow
appears:

Add Client E

MName and Protocol
Assign a name and protocol for the client.

Type a fiendly name and protocol for the client.

Friendly name: I

Protocol: |RaDIUS =l

< Back I Next > I Cancel |

Assign a memorable i f r i pame (sughdapemlab- eth0 ) and protocol.
Note thatRADIUS is the onlyprotocolchoicehere.Click Next .
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c. The Add RADIUS Client windovappears:

Add RADIUS Client [ x|

Client Information
Specify information regarding the client.

Client address [IP or DNS].

| Verify...

Client-Vendor:
|RADIUS Standard 4|

I~ Client must always send the signature attribute in the request

Shared secret: |

Confirm shared secret: |

< Back I Finish I Cancel I

Enter the IP address assigned to thievoek interface. Be surRADIUS Standard appear
in theClient - Vendor field.

Note: Do notspecify a shared secret

Still within IAS, you canoptionallyenableRemote Access Logging . Useful for debugging
purposes, this optional log file records authentication request failures along with other useful

information. To enable lick Remote Acce ss Logging . The logging methoddisplay in the
lefthand panel:

“p Internet Authentication Service
J Action  View H@ #“‘@
Tree I Logging Method | Description
% Internet Authentication Service (Local) HLocal File CHWINNTisystem32iLogFiles
'{7_"| Clients
R [ emoke Acce
w5 Remate Access Policies
4| | i
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Right-click Local File and selecProperties . The Local File Properties window appears:
Local File Properties 7 | x|
Settings Local Filel

Log file format:

" Database compatible file format

—MNew log time period
" Daily

" Wweekly
" Monthly
& Unlimited file size

 When log file size reaches: 10 1B

Log file directory:

CAWINNT Aspstem32hLogFiles Browse... |

Lag file name: laslog.log

oK I Cancel I Apply I

In theLog file directory field, ecify a log file location
You must create a policy for allowing remote actBsthePS Seriegroupand as part of this
task, you need to ensure that any exisgialicies will not confict with this new policy

To see existing policies, clidkemote Access Policies from the main IAS window. The
policies are listed on the rightand side as can be seen in the following figure:

¢ 2# Internet Authentication Service

Eile  Action Wiew Help
e = | | 2
ﬁ;) Internet Authentication Service (Local) Name | Order |
{1 RADIUS Clients
(L] Remate Access Loaging

%’f Remate Access P
[#-{_] Connection Request Pracessing

‘E:S’ Connections ko Microsoft Routing and Remoke Access server 1
_‘"_E:,annnections ko other access servers 2

Microsoft instalk the following access policies by default:
¢ Connections to Microsoft Routing and Remote Access server
e Connections to other access servers

Doubleclick the policy name toxamine the properties established by these polaidsany
other access polies you have created.
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6. Create anewpolicy for allowing remote access

a. Still within IAS, right-click Remote Access Policies and ®lectNewRemote
Access Policy . The Add Remote Access Policy wizard opens:
Policy Name

Specify a fiendly name for the policy.

A Remote Access Policy is a set of actions which can be applied to a group of users
meeting certain conditions.

Analogous ta nules you can apply to incoming mail in an e-mail application, you can
specify a set of conditions that must be matched for the Remate Access Palicy to apply.
‘You can then specify actions to be taken when the conditions are met.

Paolicy fiendly name:

Back I Nest > I Cancel |

b. Choose a memorabieme, such as tHeS Seriegroup name. Microsoft refers to this
na me Palicyf Mi e nltk Next .0 C

c. The Conditions window appears:

Add Remote Access Policy E
Conditions

Determine the conditions ta match.

Specify the conditions ta match.

LConditions:

Hemove Edit. I

< Back I Nest > Cancel

Click Add.
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d. The Select Attribute window appears:

i Select Attribute K E3

Select the type of attribute to add, and then click the Add button.

Attribute types:
MHame | Description
Called-Station-1d Phore number dialed by user
Calling-Station-1d FPhone number from which call originated
Client-Friendly-MN ame Friendly name for the RADIIS client. [IAS only)
Client-IP-Address IP address of RADIUS client. [IA5 only]
Client-vendor Manufacturer of RADIUS proxy or NAS. [1AS onl
Day-And-Time-Restic...  Time periods and days of week during which use
Framed-Protocol The protocol to be used
NAS | dentifier Sting identifying the NAS originating the request
MAS-P-Address IP address of the MAS originating the request [1&
Ma&S-Port-Type Type of physical port used by the MAS originatin
Service-Type Type of service user has requested
Tunnel-Type Tunneling protocals to be used
Windows-Groups ‘Windows groups that user belongs to
al | i

Ldd I Cancel I

Choose one or nne of the listed attributes to attach teeveis towhichthis policyapplies
and clickAdd. At a minimum, it is recommended that ychoosehe

Client -IP -address attribute. Fyou want the policy to apply to akrverdn the
subnet, specify the IP address in the following format:

192.168.99..+
Note: Microsoft uses the plus sign as a wildcard character.
When done, lick Next .

7. ThePeamissions window appears:
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