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INTRODUCTION

Historically, disaster recovery (DR) solutions have been difficult and costly to implement. DR has
been a pain point for many IT administrators, having to maintain consisteneg dagicate

hardware in various locations, documenting and maintaining detailed run books, reacting to
changes in the environment, and scheduling testing that is classically disruptive to the production
environment.

V Mw a r S#tedRecovery Manag€éBRM) workswith the Dell EqualLogic PS Seriésiilt-in Auto-
Replication featuréo make disaster recovery rapidanageablegliableand affordable Site
Recovery Manager is a plig for Virtual Center orboth the primary antherecovery Site Site
Recovey Manager, VirtuaCenter and the PS Series SAdll the production site coordinate with
Virtual Center Site Recovery Manageand the PS Series SANsiding at thelisasterecovery
Siteto simplify and automate disaster recoveBRM allows for automat testingof DR plans as
well as managingecovery in the event of a real disaster. SRMlitates the process of bringing
an entire virtual environment from one location to anoti8M centralizes the process of
configuring a DR plan and allows forghiesting of the plan without causing any impact to the
production environment.

This technical report will discuss the installation and configuration of Site Recovery Manager with
the Dell EqualLogic PS Serissorage arrayslt will cover setup, testindailover, failback and
troubleshooting. This document is designed to be used in conjunction with the Administrator
Guide for Site Recovery Manager and assumes a prior knowledge of VMware Virtual
Infrastructure.

SITE RECOVERY MANAGER TERMINOLOGY

V Mw a r SitebRecovery Manager introduces new terms when discussing DR planning and
configuration. Because SRM and the PS Seati@sgesupport bidirectional replication and
configuration, it is sometimes confusing to use the tépnsductions i arElfiR sited. For
example, considex virtual environment in New York running VMs in production that is
replicating to Chicagas a DR site Chicago also has its own virtual environment in production
and is DR site is ilfNew York. With SRM and bdirectional regkation provided by the storage
both sites are protected from a disaster. If there is a problem in New York, all of those virtual
machines can beecovered irChicago and brought online and the reverse holds true if there is a
problem in Chicago.

VMware uses the termBrotected Sie andRecovery Siteto differentiate between the two sites
avirtual machine (VM) A Protected Sités the site in which production VMs are up and running.
In order to protect these VMs, array based replication must Higemd for the volumes that the
VM data resides on. VMware refers to thes®atstores.

A Recovery Sités the site that the protected VMs are replicated to. In the case of a disaster, SRM
can bring these VMs online following a clear plamnimizingthe downtime and recovery time.
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OVERVIEW AND PREREQUISITES

Site Recovery Manager requires Virtual Center and Lic&aseer on both th€rotected Sitand
theRecovery Site Both sites will have their own VMwarefrastructure andatacenters set up
and configured. The configuration done in SRM is mirrored tdbeovery SiteSRM server so
that in the case the primary site is down, everything thaRéwevery Sitereeds is local.

Site Recovery Manager does not configstia@agereplicationsetup andgchedulingoetween each
site. These tasks amonfigured as detailed in this documesingthe PS Series Group Manager
storage array management tools

Both PS Series replication and Site Recovery Manager require adequate network connectivity and
bandwidh between th€rotected Sitand theRecovery Site

SRM 1.0 will protect the VMF®atastors that the VMs reside on. All of the VMs must reside on
sharedSAN-basedstorage and be configured for replication to qualify as protected.

CONFIGURING REPLICATION FOR SITE RECOVERY MANAGER

Site Recovery Managés deployed witiiwo or morePS Seriessroupsthat haveeplication
enabledso that the Virtual Machines that reside on@iaastore at the primary SANare
replicated tahe recovery5AN. In order for éDatastorgo be protectewvith Site Recovery
Managerthree conditions must be met:

1) ThePS Series groupaust be configured faeplication
2) The volume must have replication configured and
3) The volume must have an establisiheplication schedule.

Once hese conditions are méhe volume willappeaias aDatastoreGroupinside SRM.

Replication capabilities are a standard feature in the PS Series Arrays aimipgego configure.
The steps for configuring replicatidretween groupgonfiguring volums for replication, and
setting up replication schedulase detailed below. More detailed information can be found in the
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Group ManageunderTools-> Online Help -> PS Series Group Administration These
operations are done using the PS Segiesip Managrinterface

Step 1: Configure Replication Partnership between Protected Sitebs PS Seri es
Group and Recovery Sitebs PS Series Group

1.

2.

~No

From theProtected Sit&roup Manageclick on Replication Partnersand thenunder the
Activities tab, click on Configure partner.

Enter in theGroup Name of theRecovery Sité¢case sensitive), theroup IP addressand
adescription. Click Next.

Enter in any contact information in the next screen and blek.

On the next screethere are two password field$he first feld is thePassword for
partner. This is the password that themary groupwill give to the recovergroupwhen
establishing a connection for replication. The second field iBalssword obtained from
partner. This is the password that themary goupexpects to receive from the partner.
Enter in the information and clidkext.

ConfigureDelegated space This is space that is created from local free space on the
Protected Sé groupto store replicas from the partndf.there are going to be rreplicas
sent to théProtected Sit¢his value can be left at 0. Choose the amount of delegated space,
the storage pool which the space will come frarmd clickNext.

Verify all of the information is correct and cli¢knish.

This creates the partnerptietween th@€rotected Sitand theRecovery Site Now follow
the same steps to configure the partnership betwedrett@very Siteind theProtected
Site. When configuring th®ecovery Sitetake into account the number of volumes that
are being repliated and the total space. For example, 18@GB volumes being
replicated with 200% reserve space plus a little bufferrai]Lire1TB of delegated space
on theRecovery Site

Step 2: Configure Datastore Volumes for Replication

1.

2.

From theProtected Sit&roup Managerclick on aDatastorevolume that you wish to

protect. In theéActivities tab, click on Configure replication.

In the next screerhoose the Replication partner that this volume will be replicated to.
Site Recovery Manager 1.0 supports amiggRecovery Siteso allDatastoresolumes

should be replicated to tiecovery Sitéhat was configured in step Belect the

percentage dReplica reserve on the partner This is the amount of space on the
Recovery Sitehat is reserved for this volwerio replicée. The default and recommended
amount is 200%. The next field is thecal replication reserve This is space reserved

on the locafgroupto track replication changes atakeep fast failback snapshots. The
default is 100%. There is alsocheck box t&\llow temporary use of free pool space If

this is checkegthenit will use free space to track changes if the local replication reserve is
not enough. Choose your options and chlekt.

In the next screerthere are two ways to credte initial data transferAutomatic will

push the replica across the WAN to fRRecovery Sitgroup Manual will allow you to

offload the data to physical media and transfer it to the remote site. There is also a check
box toKeep failback snapshot This is not selected by defaubiut for Site Recovery
Managerfailbackscenariosthis should be checked This will save time in case of a

failover and thd®S Series Group at the Protected Bitgtill available to failback to. See

the section on Faillek for more information.Make your selection and clidkext.
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4. View the summary and clidkinish to complete the replication configuration. When this
is done you will be prompted if you want to create a volume replica now. imhial
replicationis opional, as a schedule will be created in the resxfiguration step

5. Configure allDatastorevolumesthat need to be protectéat replication. SRM will not

recognize datastoreas protected untit is configured for replication and kan active
schedie configured.

Volume Collections

Note that if the VMs span multiple volumes, a PS Series Volume Collection should be used to keep
thereplicasof the volumes in syn@his prevents a data volume from being replicated every hour
while the operating systemightreplicate every 30 minute#\ Volume Collection is a group of

volumes in the PS Series group that caneipdicatedat the exact same time to ensure their
timestamp integrity.

To create a Volume Collection, in the PS Series Group Manager GWlpali¢olume
Collections, and in the Activities pane sel€ceate Volume Collection

Give the collection a name and clislext.

QEGUALLDGIC
83 Group E2EVMwareDemoProd . Yolume Collections
% Group Configuration
sl Group Monitoring e
r Activities
Events (3 new)
B @ Storage Pocls B volume Collections < Collections
@ default o K Wolume collections: 1
B tembers Administration _ Snapshot collections: 1
il E2E%twvareDemoD @ Create volume collection Custom snapshot collections: 0
B @ volumes Collections
B @ E2EvMwareDemalLUNO .
(@) 3505 4:36:23 PM Create Yolume Collection

[ 3508 5:27:01 PM
i@ 310008 11:50:04 A
B @ E2EvMwareDemolund
@ 3608 5:27:01 PM
B E2EvMwareDemaSOLData
B EzEvMwareDemoSOLLogs
=] n Wolume Collections
S Esxvolumes
By 3505 5:27.01 PM
= % Replication Partners
& EsEvhwareDemoDR

Select volumes (maximum § volumes):

“olume | Storage ¢ | Repoad ‘ Status

[ E2EvMwareDemolLUH0 default  300.... @ online
[¥ E2EVMwareDemolLun1 default  300... & online
[ E2EvMwareDemoSGQL.. defaut 100, @ online
[ E2EvMwareDemoSGQL.. defaut 501 @ online

Humber of selected volumes: 2

( Back @ Hext ) x Cancel

Java Applet Window
1 T T
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Select the volumes that are to be included in the collection. Click the check box next to each
volume and clickNext.

Now that there is a Volume Collectiamplicas can be dormmeanually at the collection level, ar
schedule can be set up to repliddie entire collection just like an individual volume.

Step 3: Configure Replication Schedule for Each Datastore Volume or Collection
Group

1. The final stepn order for SRM to see a protect@dtastorevolumeis todefinea
replication schedultor the volumeor collection group

2. From theProtected Sit€&roup Managerclick on aDatastoresolumefor which you need
to defineaschedule. This can be done with Volume Collections as well. 1A¢heities
tab click onCreate Schedule

3. Give the schedule a name and seleplication schedule Make sure it is enabled and
click Next.

4. Configure the replication schedule that mebéstiandwidth and recovery needs for the
VMs on thatDatastorevolume and clickNext.

5. Verify the summary of the schedule and clikish. Follow the same procedure on all
the Datastorevolumes that need to be protected in SRM.

Once the replication partreip is configured between tieotected Sitand theRecovery Site

and everyDatastorevolume that needs to be protected has been configured for replication and has
an active replication schedule, you can proceed with the configuration of Site Rec@arexgevl

As newDatastorevolumes are added to the virtual infrastructure over time, these same steps may
be applied.

INSTALLATION AND CONFIGURATION OF SITE RECOVERY MANAGER

Before Site Recovery Manager can be instalbath theProtected SitandRecovey Sitemust
havetheir owninstanceof Virtual Center Server and License Serseftwareinstalled and
configured. For more informatipnonsult the Virtual Infrastructure 3 Administration guide from
VMware.

Once the Virtual Infrastructure is configured looth theProtected Sitand theRecovery Site

install VMware Site Recovery Manager on both sites. SRM requires a new database to be installed
on both sites Site Recovery Manager is usually installed on the same server as the Virtual Center
server andLicense server buhis is not a requiremenfor more informationconsult the Site

Recovery Manager Administrator Guide from VMware.

Install Dell EqualLogic SRM Adapter

Once SRM is installed on both sitéise Dell EqualLogicSRM Adaptercan be instafidon each
site. Theadapteiis a Deltengineered pluin software moduléhat allowsVMware Site Recovery
Managetto communicate with thBS Serie§SANsto coordinate the process of testinpning and
failing overstorage resources as part of disagtetection and testing

You can find théDell EqualLogicSRM Adapterfor download orthe Dell EqualLogic support site
or fr om V MBavnlieadthénstlletamdinstallon both servers that are running Site
Recovery Manager.

On both sites the itallation procedure is the same. Run the executable for each site.
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EquallLogic SRM Adapter 1.0 @

@ EquaLLOGIC

Welcome to the EqualLogic SRM Adapter 1.0 installation program.

This program will install EquallLogic SRM Adapter on your computer. To continue, click Next.

Cancel |

! < Back J |

Click Next.

Reviewand agree tthe terms of the license agreements. Sélest.
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